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Agenda

FEduuni Cloud overview

Key benefits

Security and reliability
o Transparent security status reporting to customers
o Higher security workspaces

Case: Requests for rectification on student admission /
(Opiskelijavalinnan oikaisuvaatimukset)

Case: DMP Analyzer - Al-powered Data Management Plan Analysis Tool
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What is Eduuni Cloud?

Eduuni Cloud is a shared Microsoft 365 / Azure cloud environment for Eduuni customers,
enabling common processes and collaboration across organisational boundaries.

Shared Centralized
. All stakeholders on
Microsoft 365 / Azure management of access
. one platform . .
cloud environment rights and security
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What is Eduuni Cloud?

Organisation's oWn . errerrn - \
M365 environment /

Eduuni Cloud

Shared Microsoft M365 / Azure cloud environment
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What is Eduuni Cloud?

e ""’u unicloud

Management Portal

A\ 4

Entra ID .
Guests & Teams =. Microsoft 365

Eduuni-ID

Eduuni #ryhmat Eduuni-
Jira workspaces

harePoint Server
ubscription Edition

A ATLASSIAN

© Jira Software % Confluence Eduuni-
wiki
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What is Eduuni Cloud?

A ATLASSIAN €) GitHub

\/

' .~_--, TeamA TeamB TeamC
Eduuru Cloud

Entra ID =" Microsoft 365

N

Microsoft
Azure
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Key Benefits

Common platform

» Fewer transitions
between different
tenants

Strong security

« MFA
e |SO 27001
 Secure Score

* On-premise
backup (coming
soon)

+

cscC

Efficient processes User management
» Automated « Centralized access
workflows using and profile
Power Platform management

&

&



(Microsoft 365 Groups)

o Microsoft Teams

- SharePoint 7
>
- Exchange %
2
o Planner o
=L
o Power Platform
o Power Bl
o Forms

o Azure : !
Microsoft Azure, GitHub Enterprise
o GitHub Enterprise
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Security and Reliability

o Multi-factor authentication (MFA)

o Login with existing credentials - no new accounts

o Builton ISO 27001 security standard

o On-premise backup (in the future)

o Real-time monitoring of Microsoft Secure Score for customers

o Higher security SharePoint workspaces
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Security and Reliability

o Microsoft Secure Score describes the overall security level of an

organization.
o Actively scans the environment for configuration
o Provides prioritized security recommendations and concrete
actions based on your current configuration
o We run dedicated security workshops multiple times a year to
review and implement these actions
o Real-time monitoring of Microsoft Secure Score for customers

https://app.powerbi.com/links/8sg7i690rg?ctid=3a996765-7ct/-
48b0-b115-435fd2cef0d1
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Security and Reliability

L N ‘@ @ M @ Microsoft Secure Score - Micre X -+

&= T (3  https://security.microsoft.com/securescore?viewid=overview&tid=3a996765-7cf7-48b0-b115-435fd2cef0d1 A w @ G| % -~ O

eduuni cloud

Exposure management
Investigation & response
Threat intelligence
Assets

Microsoft Sentinel
Identities

Endpoints

Email & collaboration
Cloud apps

SOC optimization
Reports

Learning hub
Trials

More resources

Svstem

Microsoft Defender

Microsoft Secure Score

P &, Q

Vilapito Marko Tik... @

Overview  Recommended actions ~ History  Metrics & trends

Microsoft Secure Score is a representation of your organization's security posture, and your opportunity to improve it.

Applied filters:

Your secure score Include

Secure Score: 82.33%

922.9/1121 points achieved

100%

60%

© O D D D PP O D PS> DD
& FF L S o P s
Breakdown points by: Category

[centity 19918574
1

Points achieved I Opportunity

Filter

Breakdown points by: Category

Points achieved

B Opportunity
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Security and Reliability

o Higher security SharePoint workspaces
o Eduuni Cloud teams can require compliant devices
o Home organisation manages devices and defines compliance
o Security applies to SharePoint and all other M365 services

using SharePoint in the backend (e.g., Teams)

12
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Higher Security SharePoint Workspaces

13

SharePoint document library

Compliant device

Non-compliant device

“ Tyéryhma XYZ s

Home T Upload v B2 Editin grid view

Conversations

Documents > Tydéryhman XYZ asiat

Documents

Notebook B Name ~

Pages o _\Asiakastyytyvaisyys.xlsx
Site contents o '\‘Kalvosulkerset.pptx
Recycle bin a “Kokousmuistiot.docx

B Microsoft

Sorry, you can't get to this yet

You can't complete this action because you're trying
to access protected resources as an external user in
this organization. Please contact the admin to allow
you to access the protected resources.

More details

cscC
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Higher Security SharePoint Workspaces

Files section in Teams

Non-compliant device

Compliant device

e = Tyoryhmén XYZ asiat
Keskustelu Q. &~ “ =
Lukemattomat = Kanawvat ~ — All Documents v =D
(@ Maininnat
) Seuratut keskusteluketjut " " .
= d Tyéryhmén XYZ asiat
» Suosikit
B Name ~ Melkein valmista
« Keskustelut
LU Sinun on myonnettava lisakayttooikeuksia. Sinun ei pitaisi joutua tekemaan tama kuin
! pgU  Asiakastyytyvdisyys.xlsx ;
« Tiimit ja kanavat kerran sovellukselle FileBrowser
N - - Peruuta Jatka
¥ “ Tysryhma XYZ @ Kalvosulkeiset.pptx
¥leinen

o _\{chxlsmuistio;ducx
Tyoryhman XYZ asiat
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Higher Security SharePoint Workspaces

Compliant device

15

A

Tyéryhman XYZ asiat TR O Q

Keskustelu

Ohessa asiakastyytyvaisyysraportti

ASIAKASTYYTYVAISYYS VERRATTUNANO

E3:=| Asiakastyytyviisyys.... &

Ja ohessa viela kokousmuistiinpanot

=/ Kokousmuistiot.docx [

Viimeisen3 viela huomisen esitys

Kalvosulkeiset

,,

B¢ | Kalvosulkeiset.pptx  [&

Teams chat view

Non-compliant device

Tyoryhmin XYZ asiat

™
Keskustelu

Ohessa asiakastyytyviisyysraportti

)a Asiakastyytyvdisyys....

Ja ohessa vielad kokousmuistiinpanot

Kokousmuistiot.docx [

Viimeisena viela huomisen esitys

oh

a Kalvosulkeiset.pptx

cscC



Luottamuksellinen - Confidential (3Y)

cscC

Eduuni Cloud Portal

>  eduunicloud & Vilipito Katja Laitila [
Your teams = @88 | QA
* From the Eduuni Cloud
Name Description
portal homepage, users
can find links to their Eduuni-tiimi Eduuni-tiimi B 0O & 0
team resources
Eduuni C# kehitys [6 0 ¢ 0
 cloud.eduuni.fi
SNy e T Eed:s:;-tz?j;?rt:iiii.enja -yhteyshenkildiden yhteinen [6 B I’ B
Eduuni Demo Eduuni Demo -tiimi [ﬁ 0 ¢ 0
Rows per page: 12 = 1-4 (4)

16
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Eduuni Cloud Team Management

o Through Eduuni Cloud team management, you can  [EREERCEITT RN & KatiaLaitia g
manage the team and its settings: Edutni Demo Team. e oo roam
e Private channels and their members Be =[c]c =«
« Team settings and appearance - - nvitation status
* Managers (team-specific users who can also Marko Tikkanen marko tikkaneng@se.f
manage the team) Rows perpages 19 = 1()

« Eduuni-ID synchronization

&+ ADD MEMBERS TO TEAM

o Customer-designated admin users can manage all = > eduunicloud & KatjaLaitia |3
teams under the customer's ownership

Eduuni Demo Team Eduuni Demo Team

slef &) c = a

o In addition to admin users, itis possible to define

users with permissions to create new teams Neme Peseription
B Project working group Access restricted to project members only & MEMBERS ] l W DELETE
& General Eduuni Demo Team

=4 CREATE NEW CHANNEL FOR THE TEAM

17
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Eduuni Cloud Profile Management

< e"'uuni cloud & Katja Laitila | [> SIGNOUT

Eduuni Cloud profile
management allows setting a
picture and basic information
for guest accounts

A Home

Profile

[
L
0 Help Center

# Manage teams

2% New team

Name*

ﬂ'd: Power Bl reports Katja Laitila 2
Title
IT Specialist 2]
Qrganisation™

(CSC - Tieteen tietotekniikan keskus Qy B

Email
k-‘:i‘.i:.i laitila@ese.f @

glE English ~ 4

Privacy Policy * Terms of Use + Accessibility Staternent

https://info.eduuni.fi/palvelut/eduuni-cloud/
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CASE: Requests for rectification on student admission 1/2

In spring 2025, nine entrance exams were coordinated across four universities (UEF, Aalto, TAU, UH).

The appeal process related to universities entrance exams was implemented on Eduuni Cloud with the
Power Platform using Microsoft Forms, Power Automate, and SharePoint services.

--------------------------- Attachments -——————— e e e e e e e e e e ——————

= &
Luettelo
— e 88K
— C - A B o

Power
Applicant for rectification automate

Processors of rectification

. requests
Forms SharePoint 9

Eduuni Cloud

19
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CASE: Requests for rectification on
student admission 2/2

Solution:

« Time was spent mapping requirements, and the solution was
tailored to meet detailed needs

* The project stayed on schedule, which also made it possible to
test functionalities before deployment.

* The entire solution was clearly documented.
Benefits:

» Universities received a shared electronic appeal form.

* Requests of rectifications / appeals are automatically stored on the platform, reducing manual work.
* Enabled collaboration across multiple organisations on one platform.

* Limited access rights could be granted based on entrance exam (A-1).

* Materials could be shared among coordinators, reviewers, exam coordinators, and rectification contacts on
one platform.

« For universities, this provided a unified process and significant time savings compared to previous methods.
Customer Experience:

"Although challenging and full of unexpected details, the project was completed on a tight schedule. It was
exciting to build a new way of working. Collaboration with CSC was smooth, and the result greatly simplifies
daily work.”

20
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CASE: DMP Analyser

* Al-assisted data management plan assessment tool

— https://dmpanalyser.eu/

* Leverages generative Al (Azure OpenAl, GPT-5-mini / GPT-40) to assess plans against
defined evaluation criteria

« Target audience: research support units in universities and research organisations (e.g.,
libraries)

« Users upload a DMP document and receive Al-based analysis and annotated PDF results
e Built in Eduuni Cloud’s Azure environment (CSC)
— Fully container-based microarchitecture
« Security and authentication via Eduuni Cloud Microsoft Entra ID
* Access rights management via the Eduuni Cloud Management Portal
« All data is processed and stored within the EU region (North Europe)

21
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CASE: DMP Analyser
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The solution leverages Azure services such as:

— Azure Container Apps (application services and isolated execution environment)

— Azure Cosmos DB (management of metadata and analyses)

— Azure Blob Storage and SharePoint (file management with organisation-specific practices)
— Azure OpenAl (EU-region GPT models for analysis)

— Azure Key Vault (management and protection of secrets)

— Application Insights & Log Analytics (monitoring and observability)

GitHub serves as the central hub for version control, documentation and deployment
automation

Infrastructure as Code (1aC) principle: all environments, settings and deployments are
automated, enabling a repeatable and portable implementation to other tenants



Contact

eduuni

eduuni.fi | customerservice@eduuni.fi

https://info.eduuni.fi/palvelut/eduuni-cloud/
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