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Summary

— Secure research environment
for sensitive data.

— Built on OpenShift technologies.

— Goal: secure auditable, easy-to-
use solution.
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Purpose

— Implementation of a
secure and isolated
research environment.

— Fulfilling the
requirements of both
the Secondary Use Act
and auditability
requirements.

— Standardization of
documentation and
review processes.
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Users

— Researchers, doctoral students
and clinical experts.

— External researchers through a
controlled application process.
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Technical
Architecture

— OpenShift cluster and Virtualization
environment.

— Data Foundation and centralized
logging.

— MetalLB and a clear ingress
architecture.

— CIS Benchmark hardening.

— Guacamole + RDP access path.
— SFTPGo for secure file transfer.
— Integrations: Entra ID.

— Connectivity: internal networks and
VPN.

— Performance considerations (RDP,
GNOME Shell).
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Architecture

Ylldpito siirtaa aineiston aina

Ulkoinen rekisterin Findatalta ja Findatalle.
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Architecture

Hankekohtainen kuvaus

> Intemet . EntraID ‘e——3-AZUre ja MFA
User Lisenssipalvelin
s . Oulun —»1 OY.n AD-palvelin
+  Oulun yliopiston-palomuuri . —>| yliopiston
lokipalvelin
P OY:n NTP-server
VISU ymparisto
SFTPgO
Visun
Guacamole lokitieto
Vir Ji kayttajaymparistd Linux tai Windows
v
Virtuaalikone/edustapalvelin
Findata Karanteeni (VM, ot
—>» kayttaaympa- >
ristokohtainen Lokitus Haittaohjelmasuoja
RO Sovellukset
Lahdeaineisto i
RW
Tulosaineisto i

Kayttajaymparisto on laajempi kuin pelkka virtuaalikone. Virtuaalikone
hoitaa edustapalvelimen virkaa ja tarvittaessa ymparistoon voidaan
tehda X maara koneita.
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Pricing

Based on reserved capacity: CPU, Central Memory, Disk
Space and GPU Capability
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